DATA PRIVACY NOTICE FOR
SUPPLIERS/SERVICE PROVIDERS

(version: April 2024)

Collection, using and sharing of your information

This privacy notice explains how The Hongkong and Shanghai Banking Corporation Limited,
Bangkok Branch (‘we’ or ‘us’ or ‘our’) will use the information you provide, or which we collect,
in connection with any sourcing activity and any subsequent agreement(s) with us. Failure by
you to supply such information may result in us being unable to enter into a commercial
relationship and/or agreement(s) with you.

By participating in any sourcing activities or entering into any agreements with us, you
acknowledge that we may use your information in accordance with this notice.

Personal data we collected

The information that we collect from you may include information relating to an employee,
director or any other person who exercises control over an entity (“Controlling Person”) who
enters into a services agreement with us. For a trust, a Controlling Person may include a settlor,
a trustee, a protector, beneficiaries and classes of beneficiaries. We may also collect
information relating to individuals connected with a director, an entity or a Controlling Person,
such as any guarantor, a director or officer of a company, partners or members of a partnership,
or beneficial owner, trustee, settlor or protector of a trust, account holder of a designated
account, payee of a designated payment, your representative, agent or nominee, or any other
persons or entities with whom you have a relationship that is relevant to your relationship with
us (“Connected Person”). This information may include full name; business telephone number;
business email address; business address; date of birth; gender; country of residence; work
position; work permitted and related documents and sensitive data, e.g. race, religion, other
sensitive data as shown in the identification document, biometric data, or criminal convictions
and offences. Prior to providing information to us relating to a Controlling Person, a Connected
Person or any other person, you shall ensure that, unless other legal basis is applied, they have
consented (if consent is required) to us collecting, using and/or disclosing their information as
set out in this notice and that they have received a copy of this privacy notice.

What we use your personal data for
We may rely on (1) contractual basis; (2) legal obligation basis; (3) legitimate interest basis; (4)
vital interest basis; or (5) public interest basis, and/or (6) other legal grounds permitted under

applicable data protection law, depending on the context of the interactions with us, to collect,
use and share the information you provide to us for reasons connected to our business and
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relationship with you, including to:

(a) approve, manage, administer or effect the services agreement between us;

(b) meet the compliance obligations of the HSBC Group;

(c) conduct financial crime (which includes money laundering, terrorist financing, bribery,
corruption, tax evasion, fraud, evasion of economic or trade sanctions, and any act or attempt
to circumvent or violate any law relating to these matters) risk management activity (which will
include making further enquiries as to the status of a person or entity, whether they are subject
to a sanctions regime, or confirming their identity and status), including due diligence and
vetting process;

(d) if applicable, collect any amounts due and outstanding from you;

(e) conduct credit checks and obtaining or providing credit references (where you are a potential
tenant of the HSBC Group);

(f) enforce or defend our rights, protect our legal rights, and comply with our legal obligations;
and

(9) verify your identity.

To the extent that consent is required, consent refusal or withdrawal of consent from the
relevant individuals for certain purposes may result in us not being able to enter into or have a
commercial relationship and/or agreement(s) with you.

Who we might disclose and/or transfer personal data to

In carrying out these purposes we may transfer and disclose your (or any Controlling Party (’s)
or Connected Person (’s)) information to:

(a) any member of the HSBC Group;

(b) any sub-contractors, agents, advisers, business partners, or service providers of us or the
HSBC Group (including their employees, directors and officers);

(c) any regulatory authorities of us or the HSBC Group;

(d) credit reference agencies and other companies for use in credit decisions, fraud prevention
and to pursue debtors; and

(e) any third party in connection with a transfer, disposal, merger or acquisition of business by
us or any member of the HSBC Group

wherever located, including in jurisdictions which do not have data protection laws providing
the same level of protection as Thailand. Your information will be protected by appropriate
security and technical measures to keep your information secure.
Such information may be transferred to a place outside Thailand.

How long we will keep your personal data

We keep personal data in line with our data retention policy. This enables us to comply with
contractual, legal and regulatory requirements or use it where we need to for our legitimate
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purposes, e.g. to help us respond to queries or complaints, fighting fraud and financial crime,
responding to requests from regulators, etc. We may need to retain personal data for a longer
period, again, where we need the information to comply with regulatory or legal requirements
or where we may need it for our legitimate purposes. For example, we will retain your personal
data for a period specified by specific law (such as a prescription period) or we, upon obtaining
your consent or in other cases where we can process your personal data based on another
legitimate reason, may retain your personal data relating to criminal convictions and offences
as long as they are still required for the engagement related purposes, including for the
establishment, compliance, exercise or defense of legal claims, which may be longer than 6
months after our agreement to engage you to provide services. If we don’t need to retain
personal data information for this period of time, we may destroy, delete or anonymise it more
promptly.

Accessing your personal data and exercising of other rights

Individuals whose personal data we process, including Controlling Persons and Connected

Persons, have a number of rights in relation to their personal data. These rights include:

. the right to access personal data we hold about them and to obtain information about how
we process it;

. in some circumstances, the right to withdraw their consent to our processing of their
personal data. In this case, we may continue to process personal data if we have another
legitimate reason for doing so;

. in some circumstances, the right to receive certain information in an electronic format
and/or request we transmit it to a third party where this is technically feasible;

. the right to request that we rectify their personal data if it's misleading, inaccurate or
incomplete;

. in some circumstances, the right to request that we erase their personal data. We may
continue to retain personal data if we’re entitled or required to retain it;

. the right to object to, and to request that we restrict, our processing of their personal data
in some circumstances. Again, there may be situations where we may be entitled or
required to continue processing and / or to refuse that request.

You can exercise your rights by contacting us using the details set out below. You may also
have a right to complain to Thailand Personal Data Protection Committee.

Personal data security measures

We use reasonable organizational, technical, and administrative security measures to protect
Personal Data concerning you from accidental, unlawful, or unauthorized destruction, loss,
access, use, alteration, or disclosure.

We have implemented measures on controlling access and use of devices for storing and

processing Personal Data which are secured and suitable for our collection, use and disclosure
of Personal Data. We also have measures on restricting access to Personal Data and the use
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of storage and processing equipment by imposing users’ access rights, users’ permission rights
to the authorized personnel, and users’ duties and responsibilities to prevent unauthorized
access, disclosure, perception or unlawful duplication of Personal Data, or theft of device used
to store and process Personal Data. This includes measures on the re-examination in relation
to access, alteration, erasure, or transfer of Personal Data which are in accordance with
methods and channels used to collect, use or disclose Personal Data..

We will from time to time review and update our security measures as necessary or upon
development of the concerning technology to ensure effective and appropriate security
measures, and in line with minimum legal requirements as prescribed by the relevant
governmental organizations.

Contact us

For any questions about our practices and activities relating to your personal data, please
contact us at HSBC Building, 968 Rama IV Road, Silom, Bangrak, Bangkok 10500 addressed
for the attention of the DPO' or our Data Protection Officer at 02-614-4623 or
dpothailand@hsbc.co.th.

This Privacy Notice may be updated from time to time, and you'll always be able to find the
most recent version on our website.
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